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[ Restore device defaults
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Format options
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[ Start ][ Close
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| . Protected Properties ﬁ

General | Sharing | Security | Previous Versions | Customize |

l _ Protected

Type: File Folder
Location: KoMy files

Size: 0 bytes

Size on disk: 0 bytes
Contaings: 0 Files, O Folders

Created: Today, August 08, 2008, 2 minutes ago

Attributes: Read-onby (Only applies to files in folder)
[ Hidden [ Advanced.. |

[ ok [ Gamest ][ ooy
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Advanced Attnibutes — - ﬁ

Choose the settings you want for this folder.

When vou dick 0K or Apply on the Properties dialog, vou will be
asked if you want the changes to affect all subfolders and files
as well,

Archive and Index attributes

[| Folder is ready for archiving
Index this folder for faster searching

Compress or Encrypt atiributes

[] Compress contents to save disk space
[¥] Encrypt contents to secure data Details

| ok || cancl
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Ei Documents l

E Pictures
E;h Music Protected

Maore

Folders b

Bl Desktop
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dS Sls OK udS (695 3 dmsS” Jlrd jus ] S5 bl o b1, cONtents to secure data
e lod S5 Properties axi—o 0 OK o J5 595 i cypm—izod ¢ (5 0 5lomis (Ssc)

ol 1y this folder, subfolders and files Apply changes to 4y 3§ susis b ey yo .3
(7 o yloss uSe) (290 (o0 yal 02y 3l Wbl (JB ;g8 A jg0039) s od SlS OK wulS (59, 52 9

Confirm Attribute Changes ﬁ

You have chosen to make the following attribute changes:

decrypt
Do you want to apply this change to this folder only, or do you want to
apply it to all subfolders and files as well?

™ Apply changes to this folder only
@ Apply changes to this folder, subfolders and files

| ok || cancl
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Private Key s Encryption Certificate ;i ;luiis 4-==m 'vééfce

Start oo su—i b axiwo 45w SIS Properties 43§ sg) 9 oS Sl ewwl, Task Bar s,

dS S—ls 4T 59— 95 CUSTOMIZE wlS (59, » 9 olxsl 1y Start Menu 435 was 301, Menu

Skt QK s’ (595 2 (w0 S 9 Sl Run Commszhllrgqog}f o 3l 00 3L Ao o
(8 o lois wSe) oS Sls OK wlds’ (595 3 9 b |y MMC.EXE ouds jb o yzxiy 4o (Vs

Run =5=)

f)

=== Typethe name of a program, folder, document, or Internet
rescurce, and Windows will open it for you.

P.O. Number Te
Open: MMc.exe o
r.!-','.' This task will be created with administrative privileges.
Quantity Item Co 'Each
[ 0].4 J | Cancel ‘ | Browse...
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Project

Amount

o=l 0 us S5 Add/Remove Snap-1n 435 69y 99w 3L1, File g onds jb axin 4o .2
A(XP 9809 59) uss S5 Add wls (g9, » amieo

(9 o)l e) v Sls Add wuls g9, 9 ol 1y Certificates co cow jl axio oyl yo .3

Total




Add or Remove Snap-ins i W

‘iou can select snap-ns for this console from those available an your computer and configure the selected set of snap-ns. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
| Snap-in Vendor - [7] Console Root Edit Extensions...
%_ NET Framework 2.0... Microsoft Cor... R
.ﬁ.{‘h‘uﬂ Control Microsoft Cor... |E
ﬁhuﬂ'm:ahmh‘laﬂngm‘ Microsoft Cor... ] :
Mirosoft Cor... Mave Lip

| ?Cmmnmt Services  Miorosoft Cor...
#-Cwu.rterhimaqem Microsoft Cor...

Mowve Down

| &4 Device Manager Micrasoft Cor... —=
| =¥ Disk Management Mirosoft and...

{#] Event viewer Microsoft Cor...

| Folder Mirosoft Cor...

| . Group Policy Manag... Meosoft Cor...
| =] Group Policy Manag... Microsoft Cor...
.jfgupgﬁcfmjgct._. Migosoft Cor... Advanced...

Description:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer,

Lok || caxe
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@ File Action View Favorites Window Help
e« sl 0= BE

1 Console Root = Issued To Issued By Expiration Date  Intended Purposes Friendby Mamni| | Actions
# @-gﬁm‘f“"“*m SAdministrator  Administrator | J/A2/2108  Encrypting File System  <None> Certificates =
a _’ ersonal More Acti., P
-m_-.;._ e ..'_,,_.I
b L Trusted Root Certificatic

» [Z] Enterprise Trust
» [ Intermediate Certificatic
¢ [ Active Directory User O
o [ Trusted Publishers

v [ Untrusted Certificates
& 7] Third-Party Root Certifir
5[] Trusted People
v [ Other People

¢ 171 Smart Card Trusted Roo

] {11l , k[ el ] |
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i Consolel - [Console Root\Certificates - Current User\P

@ File Action View Favorites Window Help
s 76 fo | XDz BE

[ Console Root
4 [} Certificates - Current User

4 [ Personal i

) Certificates More Acti,., ¥
o 1 Trusted Root Certificatic Administrator  a
o f]' Enterprize Trust More Acti.., ¥
o [0 Intermediste Cerificatic

i ] Active Directory User OF
b ] Trusted Publishers

v [ Untrusted Certificates
¢ [ Third-Party Reot Cestific
4 171 Trusted Pecple
b [ Other People
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Certificate Export Wizard . w

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
@) Yes, export the private key
(71 Mo, do not export the private key

Learn more about exporting private keys

| <Back | MNext> | | cancel
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r . . - :
Certificate Export Wizard — (E5
L — = E

Export File Format
Certificates can be exported in a variety of file formats.

Sedect the format you want to use:
BER encoded binary X, 509 {.CER)
Base-64 encoded X.509 (LCER}
Cryptographic Message Syntax Standard - PRCS 27 Certificates [ ,P78)
[ | indude 3l certificates in the certification path if possible

‘@ Personal Information Exchange - PKCS 212 (PFX)

[T indude al cartificates in the certification path if possible
[7| Delete the private key if the export is successful
|| Export all extended properties

Microsoft Seralized Certificate Store {,55T)

Learn more about gertificate fis formats

| <Back |[ next> | | cancel
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13 O)MQA&C

Gl g Slail ) 092 sld Bl (5,155 50 ) anbiondl (il a4 gy yo S yguuy o0 jb axiuo o 11



Certificate Export Wizard (T
e, e S

Paswarord
To maintain security, you must protect the private key by using a passwond.

Type and confirm a password.
Password:

 RERRRRREE

Type and confirm password (mandatory):

I sssssness ]

I
| [ <Back | Next> | [ concal |
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- — = = . |
Certificate Export Wizard [

File to Export
Spedify the name of the file you want to export

Hie_name: —

Ci\sers|\Administrator\Desktop MyCer ificate. pfx | Browse... |

[ <gacc J[ next> ] [ canee
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F 1
Certificate Impaort Wizard ﬁ

Bill To:
Password

To maintain security, the private key was protected with a password.

Type the password for the private key.
Password:

senssnn

[]Enable strong private key protection, You will be prompted every time the

‘ private key is used by an application if you enable this opbion. ]
P.O. Number Project

[T Mark this key as exportable. This will allow you to badk up or transport your
keys at a later time,

Quantity Item C 7] Indlude all extended properties. ach Amount

Learn more about protecting private keys

[ <Back |[ next> ] [ cance
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“Advanced Attributes @[

Choose the settings you want for this folder.

File attributes

[#] File is ready for archiving
[¥f] Index this file for faster searching

Compress or Encrypt atiributes

[ Compress contents to save disk space

E! Encrypt contents to secure data

| ok || cancal |
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|Users who can access this file:

Iser Cerificate Thum...
AlifAiE@FARSHADLP) 47C3IB0BICAB. .

| Add. | | Remove | !___Back up keys... |

Recovery cerfficates for this file as defined by recoveny policy:

Recovery Cerificate Cerificate Thum...

| ok | [ Canesl
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" Encrypting File System =T

To share file access with other users, select their certificates from the list and dick

OK.
Issued to Friendly name Expiration Date
Al Mone 7/15/2108

54 Administrator More 7122108

‘ 1 | ®

| ok || cancel || viewcertificate |
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